= PARSONS

TECHNICAL
OPERATIONS,

DARK WEB SEMINAR

A dark web research tutorial

Seminar Overview

Parsons Technical Operations Group's Dark Web Dark Web Seminar: QUiCk Facts
Seminar is designed to provide a foundational and
advanced understanding of the levels of the internet . .
and digital identity on the dark web. Attendees will work * Gain an understanding of dark web tradecraft
through downloading Tor to conducting research and ¢ Conduct effective research on the dark web
navigating the dark web. This seminar will help you gain using a variety of tools and methods

an understanding of dark web tradecraft which can be

used to uncover risks to you, your organization, or your )
assets.  Get hands-on with Tor

* 8-hour Hands-on Training Seminar

¢ Detailed case studies

. » Explore dark web access methods such as TAILS
Skills & Outcomes and Whonix

e Configure and search Tor
* Manage attribution on the dark web

« Learn workflows for resolving email addresses, We offer the option to join an open enroliment seminar,
PGP or to schedule a seminar tailored to your organization’s
keys, and online aliases to real world identities mission. For contracted training and price quotes

e Work with various proprietary, best-in-class tools please send all inquiries to:

and technologies TOGTraining.parsons@parsons.us
e Search techniques and complex discovery methods

for finding .onion sites
* Utilize stateless operating systems for security and

anonymity
e Communicate securely and anonymously via

PGP encryption
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